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Optimization of Chi—-Square Correction Algorithm for Intrusion Detection
Feature Selection

LIU Yun, ZHENG Wenfeng’, ZHANG Yi
Faculty of Information Engineering and Automation, Kunming University of Science and Technology, Kunming 650500,

Yunnan, China

Abstract: Mutual information feature selection criteria can be used in intrusion detection systems to quickly select important
features. Usually, the calculation deviation of information entropy will reduce the classification performance of the system. In order
to reduce the influence of feature selection deviation, a chi-square correction algorithm (CSCA) is proposed. First, we discretize
all candidate features and calculate the deviation of the relevant criteria for mutual information feature selection; secondly, we add
the deviation term to the feature selection objective function, and optimize the discretization level and feature deviation through the
CSCA; finally, in the updated feature set, the most important feature subset is selected to detect attacks in the classification model.
The simulation results show that, compared with the MIGM (mutual information gain maximize) algorithm and the M-DFIFS(M-
dynamic feature importance based feature selection) algorithm, the chi-square correction algorithm improves the accuracy of the
intrusion detection system and reduces the false alarm rate of the system.
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Fig. 1 Feature selection model for intrusion detection
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Fig. 2 Analysis of detection accuracy of algorithms in different data sets
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Table 2 Analysis of the average comprehensive index of the algorithm in the NSL-KDD dataset

R P F1{§
FRAE A%
CSCA MIGM M-DFIFS CSCA MIGM M-DFIFS CSCA MIGM M-DFIFS
10 0.953  0.930 0.919 0.949  0.926 0.911 0.951  0.928 0.915
20 0.960 0.942 0.934 0.963  0.944 0.932 0.961  0.943 0.933
30 0.984 0.958 0.957 0.980  0.957 0.951 0.982 0.956 0.954
40 0.879 0.753 0.679 0.977  0.945 0.947 0.925 0.838 0.971
Yi{E 0.944 0.896 0.872 0.967  0.943 0.935 0.955  0.917 0.898
#*3 UNSW-NBISHIEEFHEHENFEHEESIERSN

Table 3 Analysis of the average comprehensive index of the algorithm in the UNSW-NB15 dataset
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10 0.931 0.917  0.912 0.933 0.916  0.911  0.932 0.917  0.912
20 0.954 0.921  0.919 0.958 0.924  0.920  0.956 0.922  0.920
30 0.978 0.963  0.946 0.976  0.949  0.945  0.977 0.956  0.946
40 0.905 0.872  0.783 0.967  0.926  0.920  0.935 0.898  0.846

1y 0.942 0.918  0.890 0.959  0.929  0.924  0.950 0.923  0.906
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