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Abstract: In the era of Internet of Things, security and privacy risks are gradually expanding. More and more people begin to worry
about product security and privacy. Xiaomi has a variety of business forms such as mobile phone and Internet of Things, and “Mobile
Phone X AloT” has become Xiaomi’s core strategy. Around mobile phones and AToT, Xiaomi is facing great challenges in information
security and privacy protection and has done a lot of work. Based on the development history of Xiaomi’s information security and privacy
protection, this paper introduces our information security and privacy protection technologies in the fields of mobile phones, IoT and
AT These technologies include Xiaomi’s Trusted Execution Environment (MiTEE), differential privacy, MIUI privacy protection
features, AT algorithm privacy protection, Mobile AT Compute Engine (MACE), ToT software development platform Xiaomi Vela,
and other security technology capabilities related to IoT.
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Fig.3 MACE framework
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