B69% 1 B R A 25 g (B2 i) Vol. 69 No. 1
2023 4E 2 A J. Wuhan Univ. (Nat. Sci. Ed. ) Feb. 2023,51~59

DOI: 10. 14188/j. 1671-8836. 2021. 0308

ZERRPWBLZHIN

N2 + N .
H .4 &' ,ZKH’

. ZXGEZAETRAAXFTHFTEERET XXKXF BRRNLZAFR, HH KX 430072;
2. KR A3 8 7 b Bt A PR 8], 3 b KX 430223

Wk H . 2021-11-08 T 3@ {FBE R A E-mail: yangm@whu. edu. cn
S H < K AR EE (62172308)
VEZRIA 8, 5 8L BN SRS K HBE 7 19 9 BF9Y . E-mail: 1339675740@qq. com

& OE . X B O A e DX HE FABA 3k [n] B T 28 v TR I A FT A S T R I R Y ) B, R — R R ) B 2
FARYRS % L 2257 % (multi-answer protected secret sharing, MAPSS) . %5 Z ALV ¥ — R @ L2 4 Z 4R 55 2 014
A 55 SR A7t 22 AR Il B, 22 Jis P S 10 38 4 () AR 55 g i (4638 0 (o D ) % % 1) AL 10 25 S s e LA IR % . 1T 6
ARACAT L X e Rh B 4R 1T 348 St R0 3t T R I 8 ) 2 I S 2 SR T A T S e L k. FE B AL T HLASE AL R GIE
B T 1% 5 % 1) 48 427 3£ F Threshold Parallel One-More Diffie-Hellman ( TP-OMDH )R ¥, 528 T2 7 0 R 50 5 AL, 803E T
P E LS E

X E . XIEER B ORI B L S A R RPN L T R

hE5ES: TP309.7 XERFREAD : A XEHS:1671-8836(2023)01-0051-09

Multi-Answer Protected Secret Sharing Protocol

XIAO Jian', YANG Min'', MENG Qingshu’

1. Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of Education, School of Cyber Science
and Engineering, Wuhan University, Wuhan 430072, Hubei, China;

2. Wuhan Tianyu Information Industry Co.,Ltd, Wuhan 430223, Hubei, China

Abstract: Aiming at solving the problem of password forgetting and leakage in the current password—based solution to the problem
of blockchain private key loss, this paper proposed a Multi-Answer Protected Secret Sharing Scheme (MAPSS) based on secret
problems. This scheme allows users to share a secret with multiple servers, and all servers store multiple secret questions. The
scheme can not only be used to recover the private key of the blockchain, but also support the retrieval strategy against forgetting
and leakage, and the scheme does not require public key infrastructure and is efficient. After that, the user only needs to provide a
threshold number of answers to a threshold number of servers to reconstruct the secret. Finally, this paper not only proved that the
security of the scheme is based on the Threshold Parallel One-More Diffie-Hellman (TP-OMDH) assumption under the random
oracle model, but also implemented the system prototype of the scheme, which proved the practicality of the scheme.
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