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Abstract: UEFI (uniform extensible firmware interface) specifications have found extensive deployment in computer systems.
The poor scalability of the running environment severely limits dynamic analysis methods on UEFI firmware. To solve this
challenge, we introduce DxeEmulator, a high—efficiency UEFI emulator. DxeEmulator is capable parsing the firmware file sys-
tem, identifying the data dependencies and code dependencies, and automatically dispatching drivers. We conducted an evaluated
DxeEmulator using a real-world dataset of 665 firmware images across 6 vendors. The results demonstrate that DxeEmulator
achieves a notably improved coverage compared to existing work. Additionally, we implemented a vulnerability detection module
based on DxeEmulator, uncovering 12 buffer overflow vulnerabilities, including 9 O-day vulnerabilities.
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Fig.1 An example of dependencies among drivers
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Table 1 Dataset source and success rate
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Table 3 The buffer overflow vulnerabilities found by
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